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V/v @6n doc ting cudng bao dam
an toan, an ninh mang dip nghi
Lé Quoc Khénh 02/9/2018

(100 Kinn g

- Pon vi chuyén trach v& CNTT céac bg, co quan ngang bo,
o coquan thubc Chinh phu;
T - S& Théng tin va Truyén thong cac tinh, thanh phd truc

. thudc Trung vong;
- _Céc doanh nghiép cung cip dich vu vién thong, Internet;
- Cac Tap doan, Tong cong ty nha nudc; Cac Ngin hang
TMCP; Céc to chirc tai chinh;
- Hé thdng céc don vi chuyén trach vé an toan thong tin.

Qua cong tac theo doi, gidm sat trén khong gian mang, Cuc An toan thong
tin nhan thiy thoi gian gén day tinh hinh tin céng mang tai Viét Nam va nhiéu
quoc gia trén the gioi tlep tuc dlen bién phirc tap, tin cong mang tang manh vé
quy md, sd lucmg cling nhu mirc do nguym ‘Bén canh d6, viéc loi dung
mang dé kich dong, 16i kéo ngudi dan tham gia tu tap, gy rdi trt tur cong cong
lam anh huéng dén an ninh va trat tu an toan xi hdi dwoc céc dbi tuong ting
cuong thuc hién.

Theo théng ké tir Hé théng Phén tich va chia sé nguy co tdn cong mang
Viét Nam do Cuc An toan thong tin van hanh, so b tinh hinh tAn cOng mang tai
Viét Nam nhu sau: Hon 5.000 cudc tin cong lira ddo (Phishing); trén 250
website bi tin cong thay dbi giao dién (Deface); gin 1000 website bi tin cong,
cai dit ma doc; khoang 4.7 triéu dia chi IP ctia Viét Nam thudng xuyén nim
trong cac mang botnet 16n.

Trude bdi canh do, cung v6i thuc té nhitng ndm trd lai ddy tinh hinh an
toan, an ninh mang tai Viét Nam thudng c6 dién bién phuc tap, dic biét trong
khoang thoi gian dién ra sy kién 16n cua dat nude va nhimg dip nghi 18. Do do,
nhim bao dam an toan thong tin trong ky nghi L& Qubc khanh 02/9/2018, Cuc
An toan thong tin yéu cau céc co quan, td chirc, doanh nghiép thuc hién:



1. Chu dong ra soat cac diém yéu, 16 hdng trén hé théng; ting cudng trién
khai cac giai phap bao dam an toan thong tin cho cic hé thdng théng tin clia co
quan, t6 chirc minh.

2. Tang cuong theo doi, giam sat, chi dong phat hién sém cac nguy co,
dau hiéu tin cong mang, kip thoi xit Iy cac van dé phat sinh. Cr can bd k¥ thuat
truc theo ddi, giam sat lién tuc hé thdng trong ky nghi.

3. Khi phat hién du hiéu cta cac chién dich tin cong mang, thong bao vé
co quan churc nang lién quan cia B Thong tin va Truyén thong dé cé bién phap
xur ly kip thoi, gidam thiéu thiét hai;

4. Thuong xuyén cap nhat thong tin canh bao, khuyén nghi vé an toan
thong tin dugc chia sé trén Hé théng Phan tich va chia sé nguy co tn cong
mang Viét Nam (fai duong dan https://ti.khonggianmang.vn);

5. Cac S& Théng tin va Truyén théng chi dong theo ddi, cip nhat tinh
hinh trén dia ban tinh, dic biét 12 cac dia diém nhu: quang truong; tru s¢ UBND
tinh, thanh phd; cac diém tap trung ddng ngudi ... nhim du béo, phét hién sém
céc van dé phét sinh dé sin sang trao dbi, phdi hgp véi Cuc An toan thong tin va
cac co quan chuc nang.

Khi trién khai céc ndi dung néu trén, trong trudng hop can thiét, Quy don
vi ¢6 thé lién hé véi Cuc An toan thong tin, s6 dién thoai: 0243.3943.6684, thu
dién tir ais@mic.gov.vn dé dugce hd trg.

Tran trong./.

Noi nhén: KT. CUC TRUQNG
- Nhu trén; ‘ PHO CUC TRUONG
- B6 trudng (dé blc); .
- Thir trwéng Nguyén Thanh Hung (dé b/c);
- Cuc trudng (dé b/c);

- Trung tam VNCERT;

-Lwu: VT, TTTV.

Nguyén Huy Diing



