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H~ quan tri noi dung Drupal (Drupal CMS) rna nguon rna hien Iamot tron . 0 .
? , ? ? ...... 8

cac h~ quan tri nQi dung dugc su d\lng kha pho bien de xay d\fllg cac trang/cong "~~
thong tin di~n tu, Ung d\lng web (g9i chung la Website)cho cac co quan don vi
vai cac Uti diSrn la don gian, linh ho~t h6 trg nhi@u lo~i CSDL nhu MySQL,
PostgreSQL, SQLite, MS SQL Server, Oracle va co thS rna rQng dS h6 trg cac
CSDLNoSQL.

Trong hai narn 2017 va 2018, Drupal da cong b6 7 16h6ng bao rn~t, nhung
chi rieng tu cu6i thang 3 dSn nay da:bQc lQ2 16h6ng bao rn~t co muc d9 nguy
hiSrn cao dSn nghiern tr9ng c~n dugc thea d5i xu ly kh§.n cfip. S6 luqng website
Drupal t~i Vi~t narn la kha nhi@unhung Drupal thUOng duqc su d\lng d6i vai cac
website co quy rno vua va nh6. Drupal it dugc su d\lng cho cac h~ th6ng nghi~p
V\lquan tr9ng cua cac t6 chuc Ngan hang, tai chinh. Qua cong tac h6 trg mQt s6
don vi kh~c ph\lc S\f c6 do Drupal vua qua, Trung tam Ung cUu kh§.n cfip may
tinh Vi~t Narn nh~n thfiy th\fc tS website do d6i tac ben ngoai xay d\fllg khong ban
giao d~y du nen don vi v~n hanh website, th~rn chi ca can bQ ley thu~t chu ch6t
khong biSt r5 c6ng/trang thong tin di~n tu dugc phat triSn tren n@ntang Drupal
nen dfin dSn tinh tr~ng chu quan, b6 qua 16h6ng an toan thong tin da:dugc canh
bao, co thS bi tfin cong gay mfit an toan thong tin. Do do kinh d@nghi cac co quan,
t6 chuc quan tam kiSm tra dS phat hi~n tri~t dS cac website co su d\lng Drupal.
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Trong tnrong hop co website sir dung Drupal thi c~n chu y hai 16 hong an tom
thong tin sau day:

1. LB bBng Drupal cbo phep thuc thi cac l~nb di~u khi~n tir xa trai phep
(Remote Code Execution)

1.1 Mii fai quae ti: CVE-2018-7600 hoac SA-CORE-2018-002
1.2 Mire tip nghiem trong: Nghiem trong

Mire dQnguy hiSm la nghiem trong do:

+ Khi khai thac thanh cong, tin tac se dS dang cai d~t cac phan rnem rna
doc, phan mem khai thac, phan mem diSu khien trai phep toan quyen diSu khiSn
h~ thong,

+ Ky thuat khai thac dt dS thuc hien, khong yeu c~u bfit cir dieu kien gi
kern them.

+Khong yeu cfiu quyen truy c~p h~ thong.
+ C6 thS sua va x6a dfr lieu.

+ May tinh bi khai thac c6 thS tro thanh ban dap khai thac cac may tinh
khac trong cling vung mang.

1.3 Thili tliJm eong ba fa hang: 28/3/2018
1.4 Thili tliJm eong ba mii khai thae: 13/4/2018 mQt s6 webiste da cong

b6 rna khai thac thi diSm 16h6ng.

1.5 Mo ta anh huii'ng: cho phep tin t~c tfin cong til xa, t,ii t~p tin trai phep,
thay d6i giao di~n V.V .. , 16h6ng t6n t?i tren nhiSu phien ban khac nhau cua Drupal,
xem chi tiSt trong phfin giai phap xu ly S\l' c6.

Hi~n nay anh huang tren di~n rQng da c6 mQt s6 hacker khai thac 16h6ng
DrupaJ dS ph\lc V\l dao tiSn ao.

1.6 Giai phap e{ip nh{it Drupa/

Drupal da cung cfip kha d~y du cac ban va va xu ly 16i cho 16h6ng CVE-
2018-7 600 ho~c SA-CORE- 2018-002, quan tri h~ th6ng xem xet xu ly thea hu6ng
d~n dugc t6ng hqp til Drupal nhu sau:

1. Khi su d\lng Drupal 7.x c~n nang cfip phien ban 7.5.8. Trong twang hqp
khong nang cfip ngay l~p tuc thi cai d~t ban va link du6i day:
https://cgit.drupalcode.org/drupal/rawdiffl?h=7.x&id=2266d2a83db50e2f97682
d9aOfb8a18e2722cba5

2. SU d\lng phien ban Drupal 8.5.x thi c~p nh~t len phien ban 8.5.1. Trong
twemg hqp khong nang c~p ngay l~p tuc thi cai d~t ban va link du6i day
https:llcgit.drupalcode.org/drupal/rawdiffl?h=8.5 .x&id=5 ac8738 fa69df34a063 5f
0907d66lb509ff9a28f
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3. N@u dang str dung cac phien ban Drupal 8.3 hoac 8.4 thi nhanh chong
nang c~p len phien ban 8.5.1. Trong tnrong hop khong thS thirc hien thi co thS sir
dung hai bien phap tam thai sau (tuy nhien cac bien phap nay v~n con tiem ~n
nhieu rui ro khac):

a. NSu dang sir dung Drupal 8.3.x thi nang c~p len phien ban 8.3.9 va cai
dat ban va tai duong d~n sau day
https:llcgit.drupalcode.org/drupal/rawdiffl?h=8.5.x&id=5ac8738fa69df34a0635f
0907d661b509ff9a28f

b. NSu dang str dung Drupal 8.4.x thi nang c~p len phi en ban 8.4.6 va cai
d~t ban va tai duong d~n sau day
https:llcgit.drupalcode.org/drupal/rawdiffl?h=8.5.x&id=5ac8738fa69df34a0635f
0907d661b509ff9a28f

1. 7 Cdc giai pluip ha tr« khdc
ThiSt l~p thiet bi IPS, Tirong lira bao v~ lap 7 hoac Tuong hra bao v~ {rug

dung web (Web Application firewall )va c~p nhat d~y dli thong tin dS co thS ngan
chan diroc cac t~n cong 16hong.

" Voi cac thiet bi chua diroc nha san xuat c~p nhat kha nang ngan chan t~n -,
/' \

cong CVE-2018-7600 (ho~c SA-CORE-2018-002), thi tharn khao dOC;lnrna phat\1 -Ps.~
hi~n't~n cong sau duQ'cviSt cho ph~n mSm phcit hi~n xarn nh~p ngu6n rna Snort:! CAP ~ \

H :
alert http $EXTERNAL_NET any -> $HOME_NET $HTTP _PORT~ .;:'1

(msg:"Drupalgeddon2 (CVE-2018-7600)"; flow: to_server,establishe Y,oy/
cont.ent:"POST"; http_method; content "rnarkup"; fast_pattem; conten~"
"/user/register"; http_uri;
pcre:" I(access _callbacklpre _renderllazy _builderlpost_render )/i"; classtype:web­
application-attack; sid:9000 110; rev: 1

2. La hBng t~n cong Iqch ban lien trang (Cross Site Scriptting)
2.1 Mii hai quae ti: SA-CORE-2018-003
2.2 Mue il9 nghiem tr(Jng:Cao
2.3 ThiJi iliJm eong ba: 18/4/2018
2.4 Mo ta anh hU'ung

Vng d\lng CKEditor la m9t ling d\lng xay dvng tren nSn tang Java Script
duQ'ctich hqp v6i ph~n mSm Drupal, {rugdVng nay da xu~t hi~n 16h6ng cho phep
kha nang khai thac l6i Cross Site Scripting (XSS). L6 h6ng nay cho phep tin t~c
thl,lc thi cac XSS thong qua CKEditor khi co su d\lng Plugin Irnage2 (Plugin nay
cling duQ'c su d\lng trong phien ban Drupal 8).

2.5 Giaiphap xli' Iy:

3



1. SU dung Drupal 8, c~n nang c~p len ban 8.5.2 hoac 8.4.7

2. SU dung Drupal 7.x, chi hi anh huong boi 18 h8ng tren nSu su dung
CKEditor module 7.x-1.18 hoac CKEditor til CDN.

3. NSu cai d~t CKEditor voi Drupal 7 bang cac phuong thirc rieng nhu (sir
dung WYSIWYG module, CKEditor locally) va sir dung cac phi en ban CKEditor
til 4.5.11 toi 4.9.1, thi c~n c~p nhat thir vien third-party JavaScript library tai dia
chi https://ckeditor.com/ckeditor-4/download/

Viec c~p nhat phan mem Drupal cho cac website/cong thong tin dien tir co
thS d~n den mot s6 true trac trong khi do day la phan mem rna nguon rna nen viec
h6 tro tir cong dong va nha san xu~t con han chS. Do do c~n thir nghiem va nghien
CUu Icy tnroc khi thuc hien cac bien phap cap nhat cho cac h~ thong Ion, yeu c~u
tinh s~n sang cao dS han chS rui roo

Moi thong tin chi tiSt va dS nghi h6 tro ky thu~t vui long lien h~ d~u m6i
cua Trung tam VNCERT: Ong NguySn Thanh Minh - PhV trach Phong Ky thu~t
h~ th6ng va Giam sat; email: ntminh@vncert.vn; di~n tho?i: 0904240888.

Tran tn,mg.l.

Nui nh~n:
- Nhu tren;
- Thtl'truong NguySn Thanh Hung (d6 b/e);
- Giam d6e (d6 b/e);
- PGD NguySnKh~e Ljeh (d~ p/h);
- Cae phOng,chi nhanh: f)PVC, NCPT, TVf)T,
CNHCM, CNf)N;

- Luu VT, KTHT&GS.
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